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Questions for Member States in Preparation for 31 August 2017 Consultations  
Pursuant to Operational Paragraph 23, A/RES/71/72 

 
In A/RES/71/72 (2016), the General Assembly acknowledges that “the wide spectrum of materials 
that can be used for the manufacture of improvised explosive devices” (IEDs) includes “those 
sourced from the military and civilian industry” (Preamble). Moreover, the General Assembly 
“Recognizes that existing approaches to multilateral arms regulation, while valuable, do not fully 
address the issue of [IEDs], and therefore strongly urges States to develop and implement, where 
appropriate, all national measures, including outreach and partnerships with relevant actors, 
including the private sector, necessary to promote awareness and vigilance among their nationals” 
(operational paragraph 1). Recognizing these realities, in 2017 UNIDIR sought to provide Member 
States with novel research on the roles, responsibilities and potential contributions of civilian, 
private sector industry actors in stemming the proliferation of IEDs. By focusing on the supply chain 
of commercial goods and their use in the production of IEDs, UNIDIR seeks to support States in 
deepening and widening engagement with industry on this important issue, as appropriate. 1 
UNIDIR's efforts are further supported by the resolution's affirmation of “the important role that 
States can play in raising awareness among private sector entities about the possible theft, 
diversion and misuse of their products to make improvised explosive devices” (Preamble).  
 
Moving forward, UNIDIR's current research is intended to inform discussions relevant to 
operational paragraph 23 of 71/72. In this excerpt, the General Assembly encourages States to 
“hold open, informal consultations, where appropriate, in preparation for the seventy-second 
session of the General Assembly, focusing on matters of coordination between the various existing 
initiatives and approaches relating to improvised explosive devices within the United Nations 
system and beyond, with information provided by States, international and regional organizations, 
as well as experts from non-governmental organizations, on efforts to prevent, counter and 
mitigate the threat posed by improvised explosive devices”.  
 
The following are a series of questions which have been prepared for Governments on the subject 
of civilian, private sector industry engagement in efforts to prevent the diversion of commercial 
goods into IED supply chains. 
 
1. In addition to an international approach to stemming the proliferation of IEDs, regional/national 

contexts and realities call for specifically tailored approaches. This is particularly acute when it 
comes to the diversion of commercial goods into IED supply chains. There can be substantial 
variations in the following, which may require tailored approaches by Government actors: 

 
• Complexity of the commercial supply chain for inter alia chemical precursors, 

agrochemicals,2 commercial explosives, detonator cords, et cetera.  
• Presence of business/trade associations, which specifically address security-related issues, 

for relevant civilian industries. 
• Degree of public-private partnership on preventing the diversion of commercial goods into 

IED supply chains. 

                                       

1  UNIDIR’s research does not focused on the clearing of IEDs by civilian, private sector actors. 
2  Relevant chemical precursors and agrochemicals are those monitored under the World Customs Organization’s Global Shield 

Programme: Ammonium Nitrate, Acetic Anhydride, Acetone, Urea, Aluminium Powder and Flakes, Hydrogen Peroxide, Nitric 
Acid, Nitromethane, Potassium Chlorate, Potassium Nitrate, Potassium Perchlorate, Sodium Chlorate, Sodium Nitrate and 
Calcium Ammonium Nitrate. For more information, see: http://bit.ly/2ryl0R3. 
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• Evidence of an illicit national/regional trade in commercial goods useful to the production of 
IEDs. 

• General security of road transport for commercial goods. 
• Presence of instability fueled by regional/local conflict involving non-state actors or criminal 

organizations. 
• Existing and/or persistent use of IEDs by non-state actors within national territory. 

 
How would your Government characterize its regional and national context, and how has this 
influenced its approach to stemming the proliferation of IEDs? How has this influenced its 
approach to engaging with civilian, private sector industry on this matter? 

 
2. From your Government’s perspective, what is the role of civilian industry3 as it relates to the 

control of commercial goods which can useful to the production of IEDs? 
 
3. A/RES/71/72 underlines “the important role that States can play in raising awareness among 

private sector entities about the possible theft, diversion and misuse of their products to make 
improvised explosive devices” (Preamble). Kindly elaborate on your Government’s efforts to 
raise awareness in this domain. If possible, please share lessons learned or useful 
initiatives/practices. Please also share if your Government has supported and/or endorsed 
initiatives undertaken by civilian, private sector actors or business/industry associations to 
address the illicit proliferation and misuse of material that can be useful to the production of 
IEDs. 
 

4. How does your Government support or provide oversight on the supply chain of commercial 
goods that are frequently used to develop IEDs?  

 
5. UNIDIR’s consultations have revealed the following Government-led activities (some proposed, 

some enacted) which seek to enhance/deepen engagement with private sector 
representatives:  

 
• Ad hoc consultations with civilian industry on specific Government-led investigations on the 

production or use of IEDs within national territory, as needed. 
• Provision of high-level security clearance with civilian industry to facilitate the sharing of 

vital information, as appropriate. 
• Establishment of a dedicated forum for discussing security-related issues between 

Government and civilian industry stakeholders.  
• Sharing of risk assessment methodologies for identifying suspicious behavior, as 

appropriate, with civilian industry actors to increase vigilance within the private sector using 
similar criteria/indicators.  

• In cases where civilian industry provides information to a Government-led investigation on 
the production or use of IEDs, providing feedback or following up with private sector to 
refine information-sharing procedures.  
 

In your Government’s opinion, what mechanisms or initiatives are needed in order to 
enhance/deepen engagement with private sector industry representatives in preventing the 
use of commercials goods in IEDs? What steps has your Government taken to 
establish/strengthen these mechanisms or initiatives? What are some lessons learned? 
 

6. Regarding potential challenges to engage civilian, private sector industry on efforts to stem the 
proliferation of IEDs, UNIDIR’s consultations have revealed some of the following issues:  
 
• Raising awareness and engaging the entire supply chain for commercial goods useful to 

the production of IEDs, specifically down to small and medium size distributors or retailers.  

                                       

3  As aforementioned, UNIDIR’s does not focus on the clearing of IEDs by civilian, private sector actors. This 
question is directed at those involved in the manufacture, distribution, sale and trade of commercial goods 
relevant to the production of IEDs.  
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• Determining the responsibilities of each entity in a given commercial good’s supply chain 
vis-à-vis verifying that goods are used for authorized end-uses by authorized end-users.  

• Sharing vital, confidential information with non-governmental actors. 
• Designing guidance/regulation (law and non-law based) which tackles the diversion of 

commercial goods into IED supply chains. 
• Balancing need for regulation/oversight of relevant civilian industry with desire to support 

increased trade and commerce. 
 

What are the potential challenges, from a national perspective, as regards engagement with 
civilian, private sector industry on efforts to stem the proliferation of IEDs? What areas—
themes or approaches—merit further examination in order to deepen and widen the 
engagement with private sector industry actors? 

 


